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What Can Go Wrong?
March 2000; Philips fire
December 2001; UPF 
Thompson bankruptcy
February 1997; Aisin fire
September 1999; Taiwan 
earthquake
August 2001; dialysis filter 
deaths
February 2001; FMD
9/11; Terrorism 
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Dichotomy of Disruptions
Random phenomena

Power law distributions
Global events

Accidents
Near misses

Negligence
Non-compliance (regulations)
Disconnect (CSR, expectations)

Intentional disruptions
Industrial actions
Industrial espionage/IP theft/embezzlement
Sabotage
Terrorism

Death/
Serious injury

Several
Minor injuries

Dozens of
incidents with property damage

Hundreds of
accidents without significant property damage or loss

Unsafe, hazardous, insecure processes and practices; leading causes

Near
Misses

Accidents
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Classification:

Categorize outcome
How likely?
How bad?
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Strike
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Attack

Flood in the 
I/T Center

Avian
Flu

Earthquake
In CA

Strike in
Supplier A

Sabotage of
Energy Supply

Embezzlement

Product 
Stock-out
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Classification:
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Classification:

Categorize outcome
How likely?
How bad?

Characteristics:
Public fear
Government “over-reaction”
Unexpected connections and consequences
Not very unlikely
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High Severity
High Likelihood

High Delectability
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High Severity
Low Likelihood

Low Delectability
Public fear
Government 
“over-reaction”
Unexpected 
connections and 
consequences
Not very unlikely

Classification:


